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IEEE 802.16 WirelessMAN7ltiV*l ^-^ £1^^ Al^flo^A^ *| taj ^1- 91^} 

711 ^}^}7] CllolB^l tfl^r cl-Jr^ 71^ x£$]i5}5L ^Cf. S^sj 

£-3 SI A^a^I-o^ cfl^-Sljl IEEE 802.16 WirelessMAN Al^^oflA^ o]^ 

^ Esflsj en o] oj-j:^ ^ (SS)3f 7lxi^ (bs) a}°H 

iL^> 7l ?lsl HSSf (PKM: Privacy Key Management) MAC «IM*l-i-i: 3JS]Sj-jL 

IEEE 802.16 WirelessMAN Al^^^lM ^^r^l 5U^r Ssfl^ 

EH tfl^; °J-Jr;g|- 7l# ^§Rr ^o\) $1°)*], 7l#ofl tfl^ ^flfl 

^ 7 3^1§Rr u o v ^# ^^*>7l fl^; ^o]rq-. f IEEE 802.16 WirelessMAN 7-1 

Multicast ^aj^sq- Broadcast ^tq^-g- 7} 7% a] ^-ufl HHH tfl 

*H Unicast ^til^-g- <y-^j]- 7] t^a] ^ ^-wfl^Kr yj-^ ^^^tII JLi^ji 0} 
cf. o]ofl ^- Multicast 7^1^^ Broadcast i-g- <#3L^ 7l#^r Jir} 

jL^r^^-S ^§}7l ^sflT-i Unicast ^til^-g- <y-^^- 711- ^§Rr « 0 >^:2Rr A 
^ y o Vl ^ ^iH^kch ^ ^2fS^l IEEE 802.16 WirelessMAN ^i^fl^. ^sfl 

4« eHo]BHi tfl^ <y-jLi]- 711- jL^f^^ji o-<g ^ ^t!1 €^f. 
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£. 2 

IEEE 802.16 WirelessMAN, EHflsj <#S.i\- A (TEK), ^a] 
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^{Method for managing traffic encryption key for the multicast services in 
the wireless potable internet system} 

<i> £ l^r IEEE 802.16 WirelessMAN Al^flo^ ^$]^_ ^Isj- ^ 

<2> S- 2^r IEEE 802.16 WirelessMAN ^l^^<Hl^i ^^^1 Hefl^] ^JLS}- ^ 

<3> ^ 3^ ^oj-sl-^ Multicast Broadcast >|til^-g- Ssfl 

< 4 > £ 4^r ^ll^Kr Multicast ^^1^^ Broadcast ^M^-g- 

<5> £. ll^H *ll Multicast >M^Sl Broadcast Hsfl 

<6> £ 6^ ^Il^Rr Multicast Broadcast >|til^-g- SHfl 

^ <y-3l5l- 7] ^-uflAl MAC Header^] CIDSt^ Ssfl^ <y-JL5|- ^ll- ^jLiJ-SK^ ^ ^ 
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<8> £ 8^ ^- ^l^Rr 7l^l^o] esfljfl <y-^.Sl- ?1 7^Al^- X|2}-§1-jl 



1=3 



-SMI* -i^l 

<9> ^ #^^1 IEEE 802.16 WirelessMAN -f^ lltf^ 

Multicast ^til^-g- Broadcast ^til^-g- Hsfl^ofl ^fl QS.^- 7l# 

2fB^K± 7-11 91^. 

<io> ^^l ^^S.^, sfl^- Al^flo^ Multicast ^til^iJ)- Broadcast 

■%■ Ssfl^ ^JLSr 7\ (TEK : Traffic Encryption Key)# ^a] ru ^-Tafl^tll $J.c^ 
*\ ^ A]jr *fl^ A>-g- #^2] ^ §|cf. ^, Multicast ^til^q- 

Broadcast ^til^# x-fl^^-ji oi^ s ^ 7 j.oi x j.;s.ol Hefl^l <#S.$\- 7l ^a] 
§1-31 e>H tfl§H 7lxl^-ol ^«^tr SHfl^ ^Sj- 7l # 5l€: Ar^l Til 7fl^ 

§>^r ^ tfl^l°11 71^1^-6] ifl^- olwfl^^. Multicast ^til^u(- 
Broadcast ^tij^-g- Ssfl^ QS.^ 7l# 73^]S>Jl oj^ *fl\|# 2.^6 

Sf 71 # ^AjsHrCij $X^^\ -T-^d A]jr ^fl^^l A>-g- ^f§l-# ^71 §1-711 Z] 
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%M. °H1 IEEE 802.16 WirelessMAN a]^ 7}^}$] JfA| ojBl^l a^t^ 
Multicast ^til^uj- Broadcast a^^s <?M§r^ ^&°1 ^1^^" 91^ 

£]ir a]^^- IEEE 802.16 WirelessMAN Al^o]^. IEEE 802.16 WirelessMAN a] 
i^HlA] ^l^S}^ Mulitcast a^I^ Broadcast A^l^-g- <y-jL5} 

<12> 7l^ IEEE 802.16 WirelessMAN Al^^HH^ Ssfl^ ElMB|-i- <y-3LS]-§>7l ^ 

sfl^i 2.€- H2fl^ ^>SSr 7l# ^Ajg-l-jT. ^-nfl^ Hj-Ai^- xjo]^t}-. c] n 

Hfl^l ^^S]- 7l i<5r^; -B-^l^l-71 ^SflA^ <^Xj A^O] Xl^-^ ^A]§j-G} A]] 

HEfl^j ^Jl^ 7l# ^ ^ ^-UllW. O]^, ^Sfl, 7lAl^ ^<g*t E5flS| 

<#Jl5}- ^11- ^«M=f. £o] o]^ « ^.O]- ^ 7l^# ^r*JSr7l ^Sfl^i, let 

ig-jif 7lAl^^ PKM-REQ (Privacy Key Management Request) ^^^5]- PKM-RSP 
(Privacy Key Management Response) ^HaII- Al-g^tf. ^^-^ PKM-REQ ^H*! ^ 
*r *ll Al a] o] Key Request ^11^x11- 7lxl^o_5. x}^i§-o_^ X\\s.°- e^sj 
?H1 tfl*r ^SfTm S?fl^ ^Sl- 71 7^aJ^ ^tr^f. °1 ^1^1 Al# ^ 

^1* 7lXl^ ^-^SAi EHflS! 71 f^oW A^^^O. ^ O.^- 

PKM-RSP ^Hx] ^ ^ ^1^1x10] Key Reply *Ha1x1#, ^sfl^^^ ^^1^ Key 
Reject *11a1a1# §fl^ Ai^*ti}. o]si\- ^ <|^o] Egfl^ 7] 
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<i3> IEEE 802.16 WirelessMAN A]iTS)oflA| Multicast ^^^-4 Broadcast A^i 

-g- B5fl5] <y-JLSf 71 ^a] H 0 v^^ Unicast *i«l^-g- Hsfl^j ^J:*]- 7l ^a] yj-rfozf 
^<H§K}-. ^1^, Unicast ^ti]^-g- Heflsa ^S]- 71 ^a] wj-tf^ ^<H«1 ^a>5. 
Multicast ^til^uj- Broadcast Hsfl^ ^sSr 7l# ^a]^ JfA} 

^ *r€^: Ir^-S-sMl A>-g-Sr^ ^l*r^°l $l^f. <>H Multicast A^l^q- 
Broadcast ^tij^-g- ee|^ ov^gj. 7 j yjA]^] itfs JfA} ^ JL^^-S. 

<14> £ ^Hl 7l#*V IEEE 802.16 WirelessMAN Al^flo^ 

7]^°\] Multicast ^itil^M- Broadcast A}til^-g- eh|s] ^[-^5]- 7]^- 7$ 

Multicast ^til^q- Broadcast A^^g- Hefl^] 31 b| # #<y&o] ol^^l ^d- 

*>7] ^Sfl o]5l A^lifS] SEfl^ ^25). 7l# ^7l^°.5L ^^Kr^l, o]c^ ^-o] 
^1^- 7l# 7^ A] § Bfl A>-g-5l^ ^Alxl# w o V^ A]Jr *fl^O- Af-g-^ ^ 
«to_S-^ tfj-^iltf 4]^ Al^r a_1_5l -t-A] 7>*]o_S.£ S-^f^^-S- 

Multicast a] til Broadcast A^l^g- Egfljfl ^S]- 7]# 73 a] ^-ufl^l £| 
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<15> a|| l£^r IEEE 802.16 WirelessMAN ^l^^^l^i SEfl^j ^^S]- 7l# 

<16> IEEE 802.16 WirelessMAN Al^floTM (SS, 101)£r Multicast *| 

til^M- Braodcast ^7] -f^i sfl 1 ^ 3H^# ^JlSI-MI 

*t Ej|sj 711- ^-yfl«>e>>o> ^7H1a| Multicast ^tij^q- 

Broadcast ^til^o^ ^^-^ A^ti]^ Hefl^ ^ t] # ^JiS}^ ^sfl 7^^^} 
EJfls] ^JlS} ^l7> ^fltrt}. t=M 1HSIM, Multicast ^«li-g- Bsfl^] #3: 

Sj- 71 7> A^s. 4^31 Broadcast *|til^-g- SHll^ ^JlS} 7l^£ cf = 7l ufl-g-^fl , S> 
M-^l Hefl^ 7l# ^r^^l <?Mji ^el-ji tf-E Multicast ^til^# ;^t£ 

<n> S5fl4fl <y-ss} 71, Ssfl^ ^315} 71 H^^lS, Ssfl^ ^JUS} ?1 T=r3L 

^1^1, <y-3LSl- ^Jiel^ Sfr^Rr ^^8: §>M-^] SA (Security Assoc i at ion) ^_ 

S. X^^f. °1 SA^ ^^7} 7l^# §>^r SA-ID^ a^}Jl Multicast ^ 

Broadcast ^tij^i^ cf^ *|-M-Sl SA^- Xl^f. i=M , 

<yo)oj ^<n^- Multicast ^ til i# *H^«Kt- ^-i;^ ^^^r §rM-^l SA 7} 
xIji ^ji Broadcast ^til^# ^1^^ ^<H*r §r^ SA ^iL# 7>a1ji 

$1^1^, o] Multicast ^til^q- Broadcast >|til^<sl- ^^l SA7> a^ s.^e>l 
7l nfl^-ofl o]^ 711^ A^til^ s>q-^ s>u(-^ SA-2]- ^ ^rf. 

<18> Tar^^l Al^Kr §11^- A-ltil^^ EH|d <y-Jl5)- 7l ^-Ufl cflAlxlo] MC 
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Primary Management CID7 r ^>-§-^i=f. Primary Management CID^ 7lx]^-o] 
^^l s7l T£Tgv\t\- §1-711 ^Sfl^ CIDS.^1 ^ $1 

Cr. °1 Key Request tfl X] *1 6fl ^ §fl^- a-^I^^ SA^l ^l^T-po] SA-ID7} S.^r 

5U°H ^ ^HH^r ^°1 SA ^ Hefl^l ^JlsI- ^l^f al ^ 

Jl^§Rr 3i °1 A . 

<19> o] Multicast ^til^u)- Broadcast ^til^-g- <£$38t 7l ^ ^Hfl 

^H^o] Key Request ^1 *1 -& ^^Itr 71*1^^ sfl^ A| ti] i-g- o_5. 7]^] 
^*r^ Sefl^ QSL^- 7l# A^}^ ^^S. Key Reply *Ha]x1# ^sfl ^ 
W (S112). ^^^1 n«l*11 SA# &-^%.7] nfl^-ofl 7^1^^ n^i^fl SA## -g- 1 ^ 
dHaI^Io] Key Reply *1M*H 3.tM^ ^^§>^ ^ 0 1^1-. °1 *fl2] Key Reply 
^1^1 MAC §11 cl °fl ^ HHfl^l ^JLil- 711- ■S-^r^ i&IMItII^ 
Key Request ^1^1 MAC «llcHl Sfj-^l^^ Primary Management CID-ir nrfls a} 
-g-trtr. °1^*1 ^^l ^^1 Multicast ^l^q- Broadcast ^i«l^-g- EHfl^ 

<20> Key Reply ^Sfl ^Kltr n^^fl SA^l 7l^l^o] x «l*1l5. Hefl 

^ ^>S5f 7l# 7>x1ji T=P^ Sfl^- ^yl^^l Ejfld r-)lo]Bl# 41^-^ ^°1^. 

5Etr, x^flS. ^€ SEfl^ ^3151- 7l# Key Reply *IM*lS. ^-tifl i£* r n r x r sfl^- 

oj-^^l- 71^1 ^Ml -H-JL A^o] Alxj-^C]- (HI), oj J? tj-igvg- §Ol^oj o> 
^S}7\) he]]^ A] til ^}^7] ^7}*\SlS- S5fi^ ^JrjSj- 7] # ^A]§flo> 

*b^f. ^«fl ^ct^^rr iflY^AS TEK Grace Time (112)^ ^51^-. <*] TEK 
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Grace Time^ Ir 1 ^ 7}7\ ™Vg.^7] *]°\) ^^o) 

^ <£jL5r ?1 ^ a] -fr^R^ ^1^^: ^ , °1 TEK Grace 

Time^l ^H^Ml ?1 A o v ^fl TEK Refresh Timeout 

(S121) <^H# t^M?J4. 
<2i> TEK Refresh Timeout ^wflHS. 9m 7}^]^o_^. Hefl^ ^JLs!]- ?1 ?8 

^1 ^ &yfl *Ha1x]o] Key Request (S131) *11 X\ 7] # ^^^rf. Key Request ^ 

t^S] MAC S)l ^ ^1 3^3. H2fl^ <#3L$- A^rSi^ Key Request 

(Slll)^l MAC sfli^HH SE^Sl^ Primary Management CIDl- ^-g-^rl. Key 
Request ^H^Hl^ Multicast ^tq^i^ Broadcast ^l^l ^S^l SA 

(Security Association)^ ^igU} (SA-ID)7l- S^-3£H $J,r4. n *}*11 SA^H Afl^.*- 
S?fl^ ^JlSl- A^§>7l Key Request *)H*H1 SA-ID^ n*l 

<22> Key Reuqest *fl a] 7] # 71^^ ^-^ nHX|xl^ Sefl^ <£3:Sr 

^.P^r ji o] HEfl^j ^Jis]- ?1# Key Reply nJM*H X^]^ sfl^- ^^5. 
cf (S132). Key Reply *lH^o] MAC SflcHS. Hefl^ ^JlS]- 7l# 2^5. ^fl^r^ 
Key Reply (S112)^ MAC sflt-HH Al-fi-^ci Primary Management CID# 

^r-g-W-. Key Request ^11 ^1 ^] ofl SA-ID^o] n °}7} ufl^l Key Reply ^H^Hl^ n 
SA7 r a^-slr4. o] SA^l^r 7lx]^o] x+l^flS. ^^j- ?]7\ 

^Afl^t}-. ^^o) x +l«i^S. EH|ia aj-JiS]- 7l# Key Reply ^-wfl 

«>^}^>x r §fl^- x+l«i^^ I^sj <y-JL5r 71 T^x-fl -£-2. aI^-o] Ai^tf (113). ^1 
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Sr*}^ Multicast A^ti]^u(- Broadcast *|til^-g- ^^a} 7l 

<23> IEEE 802.16 WirelessMAN a1t^o{|A| xl^^ Hefl^ <y-JLSl- 7l# 

^sfl>| 32Wr 0 lH3l Key Request ^H^l^ 744°lH^ Key Reply ^H^} Af-g-^ji 

<24> SE^r, Key Reply (S112, S132)°fl 5E^El BHfl^ 7l ir3-DES^ 

«o v ^°l * r -£-SH ^Sl-S)^ $14. 
<25> z\] 2£^r IEEE 802.16 WirelessMAN Al^ofl^ B^ifl <£J:3l- 7]# 

<26> °i7loil ^^^r^ *>M-^ Multicast A^|til^u(- Broadcast *\*] 

i# ^^fl ^ll^^JI $l^r ^^^l^-. §rM-^ Multicast A^til^u)- Broadcast 
^7} n*l*11 SA4 $14 .jl 7h^*r4. (SSI ~ SSz)^ zj-zj- tfl^. 

$1^ TEK Grace Time^l ^sfl TEK Refresh Timeout °}v&^.7} ^Aj 
§1-31 n«i^ SA^l EEflsj <y-s5r 7l# 73 ^^71 Key Request ^a1x]# 7] a] 

^-0.5. (S211, S221, S231, S2zl) . 5.^ ^^Sl n *i*l| SA^l sfl^Rr 

TEK Grace Time ^^o] ^^§>7l ufl^l ^s. ^^tL^o} Key Request nfl a] ;*] 
°1 7]^ ft 7lxl^o_g. ^^51 4. o] xrfl h.^ ^111:^0] Key Request ^Hxl 

°il^r 3Jr°l n9l SA-ID# X*r«b4. § r *l °l Key Request ^1^x1^ MC sflt^ofl^ 
^t^c] ^7] A l 7lx]^o_g.«-Bl ^Tif^rf ji-fi-§>7l] ^-^-w>^ A|s. 
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Primary Management CID7> o]^^ z7 fl^ ^^o) T^ti^s. v^ji oi 

Multicast ^^14 Broadcast *| *1 i-g- E5|ja <y-^S)- 7} 7$x\ ^ ^H^^ 
^§r7l $\f%*\ ^Utr Aj^toil JfA] *flv| ^ofl §1-^-0) A^l^Tg- 32 ? z 
7} AH^t}. 

<27> z7fl°l ^r^^^-B] n «i^ Hefl^ 7l 73 a] zvzj- ^ 

a]t£0- 7]x]^^ n *l*11 SA^l Ejfl^ ^l* 7^a]§|-j7 -g-rf- nflA!^^ n^^fl 

SA7f Key Reply 2-€- Til zVzv ^^trCf (S212, 

S222, S232, S2z2). °1 ufl Key Reply *1M*|S] MAC ^l^oflfe 

ofl >fl % Vl ^ Primary Management CID7> A>-g-5lr4. 7lx]^-^ ^.3} Multicast *\*]^ 
M- Broadcast ^«l^-g- SHfl^ ^S)- 7l# ^-^^r^l ^«TH^ S.€r ^^l <H<H 
°1 Key Reply ^§fl°> *>7l ufl^! j=ltH ^-^ofl 74 ? z H> 0 lS7l- 

<28> cfA] ^ Multicast ^til^-q- Broadcast ^ ^ 

§1-140] E^sj ot^s]. 7lxl^-o.s.Y^ ^fl 1 ^} «fl^- A^li 

^Efl^a ^o]e^# ^Jr^ trfl A>-g-*trf. §>x]n> ; ^<H?t SHfl^ ^Jis}- 711- 7^a] 

§Kr^l ^Et^^l iL^j-gr §1-31 o]6fl 14 Si- 7lxl^-ol ^^711 

ojojol z^a]^ S2 fl4!] <£jr5l- 7l# ^-laflSRr «o V ^ ^ «1 JL^j °li=r. ofl^ S-t£ f §} 

M-^l Multicast ^til^u)- Broadcast ^«li# Tfl^wl-ji $X±± ^^o] Z 7fle|-^ sfl^ 

A-^til^-g- HEfl^l 7]# 7^ A] s}^ dl # 106 ? Z W r °lH7> ^A§l-x4. °l^r 

^fl^^l ^IJI x r *]o] 2]-i4*!r ^tilolrf. 
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<29> ^, ^1^^ Multicast ^al^uf Broadcast *i «1 i-g- Ssflsj ?1# 73 

^h^l Unicast ^tij^-g- E^sj ^1^- 7]# ^a}^ aj-tf^^ 2.E. 

*r€^: ^til§r31 7lxl^-o] ^-3go_*t ^e)^ ^l^x}. 
<30> *fl 3£^r ^ It^H ^l^Rr Multicast *|til^.s>j- Broadcast ^^1^^- H 

efl^ <£JLS]- 7l# 7^^1*1-71 <£JL PKM SfSr^lBl Bflol^-o]cf (300). 

<3i> <^7HH M&B (Multicast & Broadcast) TEK Grace Time^ 71^1^0] vfl^ °- 

S. *\^}5L 9X±r ^r^M ^ S.*] Multicast ^til^^- Broadcast ^tij^-g- Esflsj <y- 

1^- 7l7> ^}S.B\7] *\ 7lx]^o] A-^til^o) Es|afl <y-S5f ^A}^- A] A}-§|- 

^ X\^^r ^p]*!^. o] m&B TEK Grace Time^ ^:^°] ^Jis} 
7] ^ a1^]-§1-^ Al^q^. o^tjI^I-^ TEK Grace TimeU^ €• 3^ 7\A . 

Sfl^^ 1 ^, Multicast ^til^-q- Broadcast ^l^l rfl^ ^Jr^ 7 ] 73 a]^- 

<32> ^1 4S.^r It^H x-fl °Y^}~ Multicast *|til^<^ Broadcast ^tij^-g- e 

<33> ^r^r°l Multicast Broadcast *|til^# y>7l ^ofl -f^i 

*\*]^ Ejflia r-llojEil- ^s«l-fet-ll €A*r Hefl^ ^^Sf 7l# ^-yfl ^j-c) «tcf. 
ol5f ^ ^2,5. Sfl^ ^ti^o] <y-sSl- 7l# ^fl^Hr (S411, S412) 

ir 15= tj^o] 3^ SSfl^ <#JL5l- 71 ^flfl (Sill, S112)^ ^Sj-r}. 
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<34> n*l*ll SA^l 7lxl^o] Sfl^" ^1^ EEflifl 7]7> X 

^ Key Reply *ll X\ x] # t^^oI ^xjyKg. f x «i^^ Hsfl^ ^JlS]- 7l^ ^ 
^1 -fj-S- A]^>oj Aj^-^ji (411), 3fl# ^1^^ 

«fl x^i^fl BHfl^ ^t-sSI- 711- 7}*}5L ^sfl^a cl] O] # 41^4. 

<35> Sfl^- A^l^S] ^Efl^a ^o]E^# §<a^<>l ^^§>7fl 7lxl^-o] ^6]] y\] *j| ^ 

§1-71 31 «M n «l*ll SA^l HHfl^ ^JLSl- 71 # ^7}^^.S- ^Alsfle>> ^cf. §1-t|t3>, 
;*fl LE^a-^ IEEE 802.16 WirelessMAN *1 ^ ^ ofl ^ ^ t^o] Hsfl^ ^^Sj- 7l 
-frlH^l £ y>^r 7lxl^ol §11^- A^i S^rt 

"SJ-Jl^ 7l# ^7l^o.S ^ a] ^olrf. ol^- ^sfl 71*1^ vfl^-^o.S *fl 3£ 
o\]x] <£^i5\-<%^ M&B TEK Grace Time ^r^l ^§>jl $1^1, Multicast ^«1 
i4 Broadcast ^tili^S. ©1 M&B TEK Grace Time (412)X| ^ o] §fl^- A^i 

HHfl^l Qs.zH- 7l -S-Bfl ^Aio_g. m&B TEK Refresh Timeout °l«llH# IHH?! 1 ^ 
(S421). <>1 m&B TEK Refresh Timeout ^l^SS. Seflsl <#3L$\- ?] -tfBfl ^^l°ll 

711 Multicast ^l^M- Broadcast ^til^-g- <y-3:Sj- 7l# 411-711 ^a]^ 

<36> 71^1^^ cl ^ o]i 7]i n wi^ SA^I x+l^i^ll Hefl^ ^JlSJ- 711- S^g-*); 

Key Reply *IHa1# Ai^^t}- (S431). x+l^i^S. ^^^1 Hefl^l ^IS]- 7l 

# Key Reply *1H^|5. ^fl ^A r p>A r sfl^ x+l^^fl^l Sefls] ^Jis}- 7l -gafl -frS. 
AlTlol a] (413). ^1 ^PfB] T^^Kgr Sfl^ ^1*1^ ^0^^ x+l*!^^ ^efl 

^ <y-Jl5l- 7l# 71-aIji ^^SJ- ?A°]^. 
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Key Reply MAC sll^o^ Broadcast CID7} A}-g-^- o.^.^ , *r ^ 

Key Reply ^HxlS. 2.^- ^^l/ll 7l# Broadcast 

Connection^ ^sfl &ik^°-S. ^-ufl^Rr ^H^h ^-*| , Broadcast Connection^ ^ 
«ti ^^}^r Key Reply i^M^H Sfr€ Befl^ ^J-JlSr 7]7> <^| rr] ^ Multicast *| 
tiji rll o] ^ ot^gtsi-^tii ^o_*V Hefl^ ^S^- Broadcast *\*]^ 

cll^Bl# <y-JlSl-§l-^r-ll b3 iL*t Ee|d <y-Jrjr|- ^^sflo> §>^^, oji^ K ey 

Reply *)HxHl 3.^1% SA^l ^^KI SA-IDS. ^tb^. ^ 4<*IM £ 
yfl^Rr Key Reply *»IM*H 3L^I x+l^i^fl lefl^ 7l^r n^^ SAS^ o] 

Multicast A|til^i4 Broadcast ^tij^-g- 7l# 71^1 ^-o] 

^^5.7^A|§]-i^ H 0 v^oflA] Aj-g-s]^ Key Reply i*lM*|fe 74«>«»lHS.^, Multicast 
A^til^M- Broadcast ^tij^-g- ^Sj- 7l# ^a]^ ^ ^^^1 Til ^-wfl^l- 

«fl^- ^l^l ^^l ^r^Rr TEK Grace Time ^\^\^\ 7]*\ 

Broadcast Connection^: ^sfl Ssfl^ 7l# ^ ^SK^ 

Key Reply ^11 *1 X\ # ^^o] ^§]-o^tj| ; ^^$] TEK Grace Time *]^o\] 

^fl^ eh]]^ <y-3:Sl- 7] Aj-Bfl ^Aiofl ^bJ lozf ^o] teK Refresh Timeout 

fl^H7l- ^^k} (S121). °) EHfld <£3.5r 71 ^a} w-yfl nil 

*l*l£l Key Request ^1 7] # Primary Management Connect ion-S: ^f-sfl ^l^^Kn 

(S131), <*H Cfl*r ^H^S. 7lXl^ ^^011711 E2fl^ ^1^- 71 7> 
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3L^r^I Key Reply A l ^1 -H- Primary Management Connection^- ^f-sfl ^^tr^f 
(S132). ^f, 7]t)^°_S.^B\ <£jrs|- TEK Grace Time *1 

71 ^ a] *J-S r ^ «o v ^^ 

*ll 5Efe ^l^^r^r Mutlicast Broadcast ^Hl^-g- B. 

<^7H1 5E.*1€ t^^-^ ^1-M-Sl ^H^t Multicast ^til^M- Broadcast *i «1 
€*fl ^l^to $i^r ^r^-i:^^ (SSI ~ SSz). *rM"^ Multicast ^^-4 
Broadcast *M^7> SA^- ^^IsM ^l^Ji 7}^^^. 7]*]^£t Multicast *| 

til^M- Broadcast ^til^-g- oi^s]- 7 |f ^ r x|^o_3. ^a)^ ^Jf 

3°\}*\ ^^"^r M&B TEK Grace Time^: ^ o+jl 9X^} , oj 

M&B TEK Grace Time ^]^°il M&B TEK Refresh Timeout ^H}^-. 

M&B TEK Refresh Timeout ^ES 9l^\ 7]*}^r£r ^t>l^-g- S£fl^ 

251- 7|# 7g a] e>ji ol^- ^^s.oil7il §1-1401 Key Reply tfllAl^l^ Broadcast 

Connect ion# ^ SHfl^ 7]# ^fltr^f (S511, S521, S531, 

S5zl). ^f, °) nfl ^l^Rr Key Reply ^1^1 MAC ^tHoH^r ^^#^1 7fl *V 

ttloil ^^ih ^ oi- Broadcast CID7 r ^H^th 

<4sM, °1 7lx]^-o] ^-^ Multicast 

Broadcast ^til^-g- oj-j^ ^= 7 gx\ ^ ^ ^^oll 7ll ^fl^l 

^ *fl^ n^tHM ^>-g-5l^r ^131 x r *}^ ^ 74w>^lHoll #^§l-rl-. o]cfl n] sfl , ^ 
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^1 Multicast ^yl^M- Broadcast SHfl^j Qs.^ 7 5^1* ^l^-sr}-^ 

wl-Alo^i^ z7 fl*l Esflsj ^^l^r^r^l % 106 ? z uj-ojEo^ a] 

5fl4fl ^Jr^r ?1 7^a]^; a]2]-§>^ tg-Aioil^^ % &l}o\] MAC *IM*lSr sfl^ SA-& ^3 

sfl^- Multicast Broadcast ^l^l- 7fl^i£ji 91^ ^i^^l 

<44> 7-11 6£^r 7)1 ^^Hb Multicast t^I^s?}- Broadcast 7^1^^- H 

Efl^ <y-jLSr 7l ^- wfl 71 MAC sflcl^ CID^f °H <4€- EHflsj ^^Sj- 7]# 
^ <^ ^m^l -&7ll# Tit^Bii ^ ^jol^-olcf. 

<45> Til 7£ir TfloV^l-ir 7\A ^1 I^Sj ^JlS}- 7l 7>jA]^- a] 3t-§l- Jl 7>j A] 

€ Ejfld <y-S5r 711- ^-Wfl^Kr ^^HH*) 2.^- 74til^oll tfltb H2flS] 71 
Aj-Bfl Til A] Jr^l tfl^ n^olx^- (700). 

<46> ^r^^ Unicast *\*\^, Multicast 7^1^ Broadcast T^til^^- tj-^oI je.^ 

T^til^O]! t^Ct) EE|Jfl 71 Tj-Bfl T^A] JT^^ 37#^; tX)-SJ7 ^ cfl 7 fl 

*M SHflSl ^JE-S]- 71 Tj-Bfl ulA]ol ^ll^Vl}. 

<47> Multicast 7^1^^- Broadcast ^1 if *)l^w]-j7* r xtfl sflig- 74 til ^l 

rfl*t sefl^ <y-JLSr 7l# 7]xl ^-0.5. ^.^§>ji 7\^SLS.^] S-yfl^cf 

(S411, S412). ©is]- ^7l-# ^§11 sfl^ 74^1^^- HHflsl ^Jls)- 7l# 

7l^l^-3f ^-fr^l 51<H SBfl^ ^JlS]- 7l ^ ^\ ^} "Operational" 9X?\} 
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7^ a]^- a]^-§>ji (S421) 73 a]^ <y-jL5}- ^r^S ^^^-xq- (S431). 

71^3] -^-jLtt SEfl^ ^JlS]- 711- 7>x1ji "Operational" $l^r TEr^l 

A-^til^ofl t^^- y^A]^ Eeflja Qs.^- 7l7> SL^I Key Reply nll^lxll- ^-tJI s)^, 
^ *>*fl ^HbJhIM^II ^flS^l 7^ a] ^ SA# 7-] ^-§1-37 cfA] 

"Operational" -^-Bflofl o]^st|1 €*=K 

51 Sefl^ <a-S5]- 711- ^-ufl§>ir ^^HH^l ^l^l tfl*V <y-^gr 7 j 

A J-Hfl ^°|1- M-El-Lfir ^ol^-o]4 (800). 

< 49 > ^i- A^Ul^Oll cfl*t EEfl^ ^SSl- 71 #Efl (700)1- M-El-^fl ^ o] 

A. ^loflAI, 8-D ^^l S^eI .0^1 Multicast ^ w] Broadcast ^t!]^ 

oil tbsfl^i 1 ?]: TT^sl ^ojx^-. Multicast ^tij^u)- Broadcast ^l^l- ^l^w>^ 
^oj o]p] gflig- A^l^-g- sefl ^1 <£5L3l- 711- ^-yfl «>ci>7i iflJf^c>_ S 3tsl§l-ji $1 
HHfl^ QSL^t 71 ^-Bfl t^aIo] "Operational" *H , 71^0.5.^ sfl^- 

SHfld <y-3iSl- 7l# Key Reply# ^ ^S.^1 ^fl^^-S-S.^ t^l 
"Operational" A J-3H1 ^#7fl 
<so> ^°lHir Multicast ^til^u)- Broadcast ^T^g- Hefl^ ^Jls} 7ll- 

TEr^o] WK|- uflofl oloj^ - 7 j. x ] ^ ^o}^- ^ ol^ <y 

^1^1 Multicast A-ltil^-q- Broadcast ^a^. ^«l-7l ^«fl «fl^ A^l^g- Hefl^l 
^S^r 71 ^rtifll- _S-^§>^ ^aI-S]- cf^ §>M-^ ^1 ^ 7lxl^o] x^yl^l- 
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€^1-7} $1^. ^-yfl5]ir HSfl^j <#JlS)- 7^ ^ 7fl*l <^7l# A}-g- 

^ 3-DES «o V ^^ <iJ:JlS]## °l-g-§H ^JuS^-SH ^T^^lTll QS-ZtQ 

Ai ^M] ^ HHfl^ ^JlS]- 7l# ^711 £]ir ^1^. S^Sj ^1^- 7]^ 

*L9l^ ^l*>7l ^SflA-1 r^o] o_^ofl ^ SHfl^ ^IS]- 71 ^}9} 7]*]^ 

b\ Hefl^ ^It 71 7^aj ^xHl Sefls] ^1^- 7l# ^1^-^^ 

<51> ^ir^] sfl^ A^^o] Eiiflsj ^JLS]- 7 jo]j cfl^- ^-tifl# Bfl^l^r 

^r^Key Request ^Hx]!- Ti^^ji 7]x]^^ o^l cfl^i- ^-rf- pfl T^l^ 7Ja]^ 
SHfl^ ^^S]- 7l# a^-*V Key Reply ^Hx^- t^^S. (S411, S412). °] 

Key Request ^1*1^ Key Reply *fl X\ 7\^^\ §>^-^ ^^^^1 mLQ-^ 
§>7l MAC sflcHl Primary Management CID# Aj-g-^t}-. ^, a>«- 

Primary Management Connect ion-lr ^sfl ^-^^ 7]^ sfl 1 ^ 

^r^^f 7lxl^-T?>ol oj- jl ^ (Private Key)* <£jr.3l-£H 01 tf. o] 

«fl Af-^-71^ Sfl^- °l#7lS^-B] ^^^l KEK (Key Encryption Key)* Af-g- 

128^1^0] KEK# 64^1 BS M-^a^ ^ 64*1^ KEK^f S}^ 64*1^ KEK 
7 r Primary Management CID# Af-g^a} Ssfl^a ^sij- 7]# 3-DES ^ 

«&uLB^i5_5L ^JL^^ ^^A-l if 7 fl2] ^^7l7> ^^rf. 
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SLS. ^ufls^ ^*H1 &°]*\ Key Reply tf)H*l# ^l-g-^ ^ 
(S431). °1 ^-o Key Reply ^Alx]^ 7]x1^o]1a-] sfl^- *fl^ 

H.€- ^Mr^lTll ^^sfl°> §1-71 tqi^-ofl MAC §11 ^Hl Broadcast CID# 

«fl^" ^til^o] Egflrf ov^s]. ? lf Broadcast Connection^: ^«fl ^4^} 

71 Bfl^-ofl 7lxl^-2f ^ Afo]o] A]-*-7lS- 71-X1J1 ol EHflSj ^Sj- ?1 # 

*T ^2-3., O) ^*-6\] olo]A) A>-^-7l# A>^-§>X] ^rjl 71^1^^- A^ti] 

i# ^l^J! 9X^± 2-€" 7>o]o^ ^-g-711- 7l-x]jl EeflSl ^JLS} 7l# 

«r°i ^-yflsll 0 ) tr^f. ^l 1 ?]:, °1 ^-g-71^ Multicast iP>c]. jE^t Broadcast 

# 7>x]ji oii^ ^-g-7lo]th Multicast ^aliP}4 5B*r Broadcast *| «1 ^ 
7flTi^oi o]^d\) ^v^^ 64^1^0^ eefls <y-3iSl- 7l7l- Broadcast CID# A>-g-s> 
^ ^-yflsl^r Hefl^l ^JLSr 7l# 3-DES « 0 ^^1 <U;Ji5l#^3. ^jL^Rrt-ll SH^I 

^^71 71- €^r. ¥ 7fl^ ^^71^ ^1*1 «11 ^11 64^°] EEjjJfl ^Jr^ 7] 7} 

¥ «i ^-§-51^ ^l^r. 

<53> t4el-^i, 71x1^-^ Ta:^^ _3.^°.3. Multicast -^^^14 Broadcast ^til^-g- 

^efls] oj-JiSj- 71 7^a] ^ ^-ufl^- xtfl Aj^l^ <y-3is)- 7l^r KEKir <Q ^ 

§H ^SSl-^r^l Primary Management CID# ^>-g-§H ^^^1 7ll ^^§1-J1, 7l 

x]^- 7 r x|^o_5l sfl^- a] a] ^-g- Ejflsi ? 1 tJa] ^ ^yfl^ nfloflxr ^a}^ 

<y-JlS}- 71^ o]xiofl sflTg- a] til i-g- 0.5. ^^§>At^i Szfl?j ^^Sl- 7l# <a 
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s>o^ <y-sSl-§>^ Broacast CID# ^>-g-§>^ ^^^711 

SE^b, ^r^^r Primary Management CID# Key Reply ^H^H- ^f-^fl 

Broadcast CID# Af-g-^t Key Reply *IM*1# ^SS]- 7]# ^^^jc^f 

i^- 711- ^-JL^Rr SHflS] ^JLS}- 7l^^>£ 711^^.5. ^9l^r 

Broadcast Connection^: ^sfl Sifl^ ^JLsj- 7l# ^flfl T^efl 

<54> ^ IEEE 802.16 WirelessMAN A]^Efloll>| Multicast ^ti]^u(- 

Broadcast ^Hl^-g- Sefl^ Qs.^- ^^h^ ^HM^S: ^§Kr ^^-S, 

<55> Multicast T^ti]^^- Broadcast «1 ^-g- Hefls] 7l ^Al.g- 

x]^o] Al^§><^ ^a]^ 7-1 # §fl ig- A^l^# afl^^ oil 711 Broadcast 

Connection^- ^f-Sfl ^^fr^-S^l , ^JL 7}^]jl^ SEflsj 7 ]f 

^ ^ €-yfl7i- 71-^^. 

<56> #*fl, 7lxl^ol A o V 7 l ^Hl^-^ol E2fl^ 9J-JTS1- ^ = 7jA]§>Jl ^6fl ?\) 

£-nfl*Rr «<H1# A}-g-ig- o.s.^1 , t^s.^ ^7-1^0] He|ia «y-jL5]- 7l 
-8-^ ^1^1x11- A>-g-e>xl ^rji §>M-*1 Key Reply ^xl^. 2.^. ^- ^ 6fl ?\) 

15]- 7l# ^yfl^l-711 5]^ 71^1^- <^°1H °l2-i*b SEfl^ ^JlS]- 71^ ^ e) 
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<57> Multicast ^til^sq- Broadcast ^^1^-8- Sefl^ <£$.S\- 7lx]^ofl 

<58> ^*fl, Multicast ^til^oj o. Multicast ^Bl^T3>t|- SA ^-*| Hefl 

^ <&S.-$r 9] 7} Multicast *1 «1 i^t} ^_^> ^-x)7> 7>^§}i= r . 
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1] 

IEEE 802.16 WirelessMAN 7]&$\ X\^d\)*\ Multicast *\*]^ 

M- Broadcast ^til^-g- <^s.^- 7l 7gX] ^ ^-ufl^Kr ^ . 

2] 

*ll 11H 7lx]^-o] Multicast Broadcast ^al^ofl cfl^t B. 
3] 

*fl 2«<H1 $U°H, Multicast ^M^M- Broadcast *M^-g- ^Jls}- 7] 

7> ^>S£l7l # 7lx]^ol EEEfl^a <y-JiS)- 71 Al^§>^ AlTjr^] M&B TEK Grace 

Time^- ^l-g-*Rr *9-^ . 
13^* 4] 

*ll 3%H1 71^1^-oj M&B TEK Grace Time £j-ol Ter^o] XEK Grace Time 

M-tf e ^^-S ^^fr^-S.^, Multicast ^^-4 Broadcast 

SHflq <£S.$\- 7H1 tfl§ r ^A}^- Al^-§l-7l *H 7l^l^-o] t^x-1 Al^-§1-^ yj-t^ 

5] 

*fl 3«<H1 5U°H, 71*1^011 M&B TEK Grace TimeAS. ^Isfl Sefl^ o> 

Jls} 71 ^-Bfl ^Aio^l Multicast ^l^M- Broadcast ^li-g- Ssflsj ^Jls}- 7l ?g 
^1 o]HflEo] M&B TEK Refresh Timeout IHH^I^ H eHl . 

32-24 



[3^8- 6] 

*i| l^-<>fl $1^^, ^^^1 *r 7>x| Multicast *M^i-f Broadcast 

^ sfl^- ^1ali2l Ijflsj <y-3iSj- ?1 # 7lx]^o] ^^^1 7]] zj-zv Primary 

Management Connection 0 ! Broadcast Connect ion-fr ^s)] ^^^r^ . 

[^^J- 7] 

^1 6%H1 Multicast ^l^M- Broadcast Bsfl^ 

S3)- 7l# 7lxl^-o] Broadcast Connection^: ^sfl ^ufl^- nfl PKM ^H^o] *t nflA] 
*l°J Key Reply ^IH^I* °l-g-*Rr ^ . 

si 

*ll 11H 91°)*], 7}*]^]*] Multicast ^til^q- Broadcast ^1^-g- ^efl 

^ ?i # n qs.^- ?\ 3-des i^si# ^ 

9] 

*\] 6^- 8*J"^1 $1°^, Multicast ^til^q- Broadcast ^til^-g- 

S2fl^ ^Jlir .O.^ A l 7|x]^-o] Primary Management Connect ion-fr ^f-Sfl ^-ufl 

*1S^ tlsl- 715} 71*1^- °-S. Multicast ^^1^4 Broadcast ^1*1 ^-g- 

S2fl^ QSlH- 7l ^a]^- Broadcast Connection^: ^sfl ^-yfl*r Ssfl^ 
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10] 

^1 9^M1 $& 6 ]X\, Primary Management Connect ion-i: ^sfl ^-yfl^t^ SBfl^ 
?l^r KEK# Ar-g-^M y o Vt £ . 

I^T*"* 11] 

^1 °i<H A 1, Broadcast Connection^: ^f-Sfl ^ll^Rr BHflsj ^SS)- 7) 

7ie°il ^fl^rSt^ sfl 1 ^ Multicast ^til^q- Broadcast ^1^-g- Sefl^ tls} 

[^■tf 12] 

xfl 11^-ofl §|<^^, 7 ]^o11 £-flflSj-&^ 64tilH^] Hefl^ ^Isl- 7}7\ 3-DES 
13^* 13] 

*fl 1^-, ^ 2^", *fl 6ff §>^-5] i£ofl $|^Ai, T^n}!} X^sr>Jl $J, 

ESflSj ^31 3} 71 7> T5>S5l 7l ^ TEt^o] ^2fl^ ^-3l5f ?1 A] 

TEK Grace Time^M Multicast *M^i-f Broadcast Hefl^l 

7\7\ r^lAlAl^ ^A1«>X1 ^6fl# 7|-f t^o) «fl^ ^al^-g- SHfl?j ^Sl- 

14] 

^1 13^H1 ^Ik^r TEK Grace Time°11 tfl^MJO-S. Esfl^ 7] 

^T-Bflu] a] oil TEK Refresh Timeout °1 ^ISf ^A^lal a) o]-gfl 7 ]X|^-o_ s 
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HHfl^ ^rS.^- 9} ^ ^fl *]M ^]o] Key Request *1M*1# ^l^Rr 

[^^J- 15] 

*ll 14%H1 Key Request t^]^ sfl^- X^l^S] 

Reply n|M*l# ^fl I^sj 0^5}- ^.g. ^-yfl^ 

16] 

*fl 1^-ofl Multicast ^tij^-q- Broadcast ^tij^^ zi-zj- 



32-27 



1] 



112 

i 



TEK 
Grace 
Time 



S S - 101 



TEK 

X 

Active 
Lifetime 
i 

1 1 1 



\ TEK Refresh 
/ Timeout 



Active 
Lifetime 



113 



Key Request (Prim. Management CID) 
{SA-ID # : n\ 



Key Reply (Prim. Management CID : TEK) 



{SA : /?} 



- S121 



Key Reque st (Prim. Manag ement CID) 
{SA-ID # : n\ 



{SA # : n} 



B S - 102 



■> - SI 1 1 




- S131 



- S132 
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2] 

BS 




3] 



Operational ranges for privacy configuration setting - 300 



System 


Name: 


Description 


Minimum 
value 


Default Maximum 
value value 


BS 


Mm TBK 
Grace Time 


Time prior to TER (for the 
multicast and broadcast traffic 
service) expiration BS begins 
rekeying, This time is longer than 
the TEK Grace Time. 


Vendor- 
specific vahie 


Vendor- Vendor- 
speci f i c value spec i Be va hie 
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4] 



B S 



S4T1 - 



"Reque st (Prim. Man ag em e n t CIO) 
{SA-1D # : n} 



34 1 2 - 



ISA # : /7> 




Active 
Lifetime 
i 

411 



MAS TEK / 
Refresh TT.riieout \ 



S43! - 



Key Reply (Broadcast DID ; TEK^ y ) 
ISA # : M 



EK 



412 



TEK 
Grape 
Time 



Active 

Lifetime 
i 

413- 
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5] 




6] 



Relationship between the CID and input key used to encrypt the new TEK - 600 



CID (MAC Header) 


Key to encrypt the TEK 


Primary Management CID 


KEK (Derived from the AK) 


Broadcast CID 


Old distributed I KK 
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7] 




8] 
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